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Abstract 
It is very likely that in a few years time, most persons travelling around the world will possess a travel 
document that includes a biometric identifier. This development could have a major impact on re-
search in the field of biometrics, as well as on the market of ID solutions. However, the use of biomet-
rics poses highly controversial technical and legal problems. The technical issues are addressed by 
standardisation activities, which are conducted by the ISO/IEC JTC 1 SC 37 and 17, as well as the In-
ternational Civil Aviation Association (ICAO). From the legal perspective, states have to comply with 
privacy requirements enshrined in constitutions and international treaties when implementing biomet-
ric data in ID cards. The most important questions concern the choice of the biometric, the storage in 
central databases, the use in private applications, and the installation of back-up procedures to avoid 
discrimination. In the end, the question of whether a project as identity cards with biometric data will 
be accepted in the population should not be underestimated. 

1 Introduction 
In the aftermath of the terrorist attacks of September 11, 2001, states around the world have 
started programmes for the implementation of biometrics in passports. In the US, visa appli-
cants already have to present their fingers and faces at ports of entry. Furthermore, US laws 
were introduced which required passports from countries participating in the visa waiver pro-
gramme to include biometrics if they are issued after October 26, 2004 (sec. 303 (c) (1) and 
(2) Enhanced Border Security and Visa Entry Reform Act [US02]). This deadline has now 
been extended in the meantime. However, the visa procedure will nevertheless apply to peo-
ple from visa waiver countries until those countries have started to issue passports with bio-
metric data. 

Biometrics are a means to ensure a secure connection between a person and a travel docu-
ment. By including such data in passports, states try to enhance their border security. By the 
same token, some of them consider a new generation of compulsory identity cards. While 
there is a debate in some states (e.g. the United Kingdom, the US, and Canada) whether there 
should be ID cards at all, others have already implemented some form of electronic identity 
card, although the meaning of the term differs widely. In Europe, most projects so far only 
include the possibility of electronic signatures, while no biometric data is stored on the chip. 
On the contrary, some Arabian and Asian countries collect fingerprint data for their ID cards. 
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In Germany, a first legislative step was taken in 2001. Yet there is still no comprehensive le-
gal basis for a new identity card, the so-called „Digitaler Personalausweis”. To foster the 
plans, the Government launched a feasibility study which was completed in January 2004 
[RRM04].1 A second report [TAB03] was carried out for the German Parliament by the Büro 
für Technikfolgenabschätzung (office of technology assessment), which had already submit-
ted a first general report on biometric systems [TAB02]. 

The study for the government focuses on the feasibility of a new ID card, which would in-
clude biometric data, as well as the possibility to use the card as „secure-signature-creation 
device” in the meaning of Art. 2 (6) of the European Union Directive on Electronic Signa-
tures [EU99]. This card would, primarily, be a national identification document. In most 
countries around the world however, this type of identity document is – at least for some other 
countries – a valid travel document as well. In the European Union in particular, citizens are 
allowed to use national ID cards instead of passports when travelling abroad. Therefore, it 
must be possible for other countries to read biometric data from the card. To this end, national 
identity cards must comply with international technical standards. 

2 Technical Issues 
Biometrics are the automated means of recognising a living person through the measurement 
of distinguishing physiological or behavioural traits. [WOH03, 7].  

Standardisation activities are conducted by the ISO/IEC JTC 1 SC 37 and 17, as well as the 
International Civil Aviation Association (ICAO). In the field of machine readable travel 
documents (MRTDs), both are working closely together. There are ISO standards for smart-
cards (ISO/IEC 7816) and contactless interfaces (ISO/IEC 10536, ISO/IEC 14443, and 
ISO/IEC 15693, depending on the distance between the chip and the card reader). ISO/IEC 
19785 (Common Biometric Exchange Formats Framework, CBEFF) and ISO/IEC 19784 
(BioAPI) apply to biometric data. Further documents (ISO/IEC 19794-1 to 7 concerning a 
general framework, finger minutiae, finger pattern, finger image, face image, iris image, and 
signature image) are in different stages of the standardisation process, which should be com-
pleted by October 2004. 

While the standards and recommendations of the ICAO are not legally binding, almost all 
states have committed themselves to comply with them. Several documents apply to biometric 
ID cards: 

• The basic document is the three-part ICAO DOC 9303 [ICAO03a] on Machine  
Readable Travel Documents which was first published in 1980 and has been updated 
since. 

• As for the choice of the biometric, the ICAO Technical Report on Biometric  
Deployment of Machine Readable Travel Documents endorses the use of face recogni-
tion as the globally interoperable biometric for machine assisted identity confirmation 
with machine readable documents, while the states may elect to use fingerprint and/or 
iris recognition as additional biometric technology [ICAO03b, 15]. The decision was 
mainly based on several advantages of face recognition: it can be used by virtually 
every person, it is non-intrusive (in the sense that the user does not have to touch or in-
teract with a physical device), it is already collected and verified as part of MRTD ap-

                                                 
1 The author is one of the contributing authors of this study. 
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plications, and it does not require new and costly enrolment procedures. The ICAO also 
claims that face recognition does not disclose information that the person does not rou-
tinely disclose to the general public. The organisation suggests using image data instead 
of templates to ensure global interoperability. 

• Another ICAO Technical Report is concerned with the Development of a Logical Data 
Structure for optional Capacity Expansion Technologies which will be used to store 
biometric data on travel documents [ICAO03c]. 

• With reference to the interface of the chip, the ICAO Technical Report on the Use of 
Contactless Integrated Circuits in Machine Readable Travel Documents recommends 
this contactless type because of durability advantages [ICAO03d, 7]. 

• To ensure the integrity and authenticity of the biometric data, the ICAO Technical  
Report on PKI Digital Signatures for Machine Readable Travel Documents proposes a 
„simplified PKI infrastructure for ICAO MRTDs” [ICAO03e]. Every participating state 
will generate private and public keys for each issuing location. The public keys will be 
collected by the ICAO, signed with its own private key, and made available to all other 
countries. Thereby, the organisation acts as de-facto certification authority. The  
private keys of the issuing locations will not be released from a central location in each 
state, to which the biometric data will be send by the issuing locations for the signing 
process. 

3 Legal issues 

3.1 Applicability of data protection laws 
National and international data protection laws only apply to „personal data”. By way of ex-
ample, this term is defined by Art. 2 a) of the EU Data Protection Directive [EU95] as „any 
information relating to an identified or identifiable natural person (‘data subject’)”, while an 
identifiable person is one „who can be identified, directly or indirectly, in particular by refer-
ence to an identification number or to one or more factors specific to his physical, physiologi-
cal, mental, economic, cultural or social identity”. There is some dispute about the question in 
which circumstances biometric data falls in the ambit of this definition (for the German dis-
cussion, see [Horn04a]). However, the biometric data in an identity document is, in any case, 
personal data, because it is inseparably linked to the name which is printed on the surface of 
the document. 

3.2 Legal basis for the implementation of biometrics 
According to Art. 3 (2) and recital 13, the EU Data Protection Directive does not apply to the 
processing of personal data in the course of an activity which falls outside the scope of Euro-
pean Community law, such as those provided for by Titles V (provisions on a common for-
eign and security policy) and VI (provisions on police and judicial cooperation in criminal 
matters) of the Treaty on European Union and in any case to processing operations concern-
ing public security, defence, state security and the activities of the state in areas of criminal 
law. Therefore, all matters related to national ID cards are not regulated by the Directive and 
left to the national laws of the member states. 
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Nonetheless, there is a considerable amount of concurrence among those laws due to the 
harmonisation process induced by the Directive. Furthermore, there are other international 
treaties which contain data protection safeguards. The European Court of Human Rights has 
held since Leander ./. Sweden [ECHR87], that the right to respect for private life in Art. 8 of 
the European Convention for the protection of human rights and fundamental freedoms 
[ECHR] includes, inter alia, the processing of data against the will of the person. According 
to the United Nation’s Human Rights Committee [HRC94, 21], the same holds true for Art. 
17 of the International Covenant on Civil and Political Rights [ICCPR]. The Charter of Fun-
damental Rights of the European Union [EU00] even encloses an explicit provision on data 
protection in Art. 8, although the Charter is not yet legally binding. 

General principles of data protection law include: 

• Interferences authorised by the state can only take place on the basis of law, which itself 
must comply with the provisions of constitutions and international treaties. The relevant 
legislation must specify in detail the circumstances of the lawful interference. 

• As in all state action, the processing of the data must be proportional in relation to the 
interference. 

• The purpose of the data has to be specified before it is collected, and the subsequent use 
is restricted to those purposes; unless the consent of the data subject or the law provide 
for this use. 

• Unless there are express legal provisions, data has to be collected with the knowledge or 
consent of the data subject (principle of transparency). 

• The data subject enjoys certain rights against the data controller, namely the right to ob-
tain information of whether or not the data controller has data relating to him, the right 
to have such data communicated to him in a reasonable time and manner (or to be able 
to challenge a decision which denies the communication), the right to challenge data re-
lating to him, and, if the challenge is successful, to have the data erased, rectified, com-
pleted or amended. 

• Appropriate security measures have to be taken for the protection of personal data 
against inadvertent or unauthorised destruction or accidental loss, as well as against un-
authorised access, alteration or dissemination. 

3.3 Data protection issues 

3.3.1 Choice of the biometric identifier 
The biometric identifier has to be suitable for the purpose of a general identity card, i.e., the 
secure verification of a large group of cardholders. Thus, the biometric has to be universal, 
while the system must operate with low failure rates: false acceptance rate (FAR) and false 
recognition rate (FRR) should be less than 1 %. 

While this is the point of view of the state, data protection law requires the biometric to meet 
the proportionality test. According to the principle of proportionality, preferred biometrics do 
not include additional information, are not permanently left in one’s environment, and require 
the cooperation of the card holder. However, these criteria do not conclusively lead to one 
biometric feature. 

 

 



Biometric Identity Cards: Technical, Legal, and Policy Issues 51 

 

The main problem of face recognition is that it is non-cooperative. The picture can be cap-
tured, stored and processed without the knowledge of the data subject. As long as face recog-
nition is not suitable for 1:n matches with large databases, this is not too critical. However, 
this restriction is likely to change in the future. The German Bundesverfassungsgericht has 
decided in its famous Volkszählungsurteil [BVER83, 43] that a situation in which citizens do 
not know if the state secretly collects information about critical behaviour would be incom-
patible with a democratic society because this could deter from making use of political rights 
(e.g. the rights to freedom of expression, assembly and demonstration). Some authors 
[RAEF02, 511; WOOD01, 6], as well as the ICAO [ICAO03b, 15], claim that the use of face 
recognition is preferable because the face is an „open” biometric which is routinely disclosed 
to the public. However, this argument is flawed. While it is true that it will always be possible 
for a motivated attacker to capture a high-quality picture of a person and use it for fake at-
tacks on biometric systems, this scenario is unrealistic for a large group of persons or even the 
whole population of a country. In contrast, the use of facial data for identity documents would 
give the state authorities access to high-quality images of every citizen, thereby enabling them 
– on condition that there will be technical process in the future – to track public behaviour 
(see also [AGRE03; MCCO03, 135ff.; NGUY02, 2ff.]). 

The use of fingerprint recognition reduces this risk, because it is not possible to collect the 
data at control station without the knowledge of the card holder. However, fingerprints are in-
voluntarily left on everyday objects, which makes it feasible to trace individual moves and ac-
tions for a long time. Furthermore, there are indications that it is possible to infer certain dis-
eases (e.g. breast cancer, Rubella syndrome, and certain chromosomal disorders such as 
Down syndrome, Turner syndrome, and Klinefelter syndrome) from fingerprint data 
[WOH03, 202f.]. 

Iris recognition avoids the main disadvantages of face and fingerprint data: iris data cannot be 
collected without the knowledge of the data subject, and is not left involuntarily in the envi-
ronment. However, the iris is the biometric which – at least potentially – discloses the most 
additional information about the holder of the identity card. Medical scientific research sug-
gests that iris data could be connected to diabetes, arteriosclerosis und hypertension [WOH03, 
203], HIV and misuse of alcohol and drugs [ALBR03, 173], or even homosexuality [HAKI94, 
1203ff.; LEVA96, 157f.]. While the latter might be speculative, any sole suspicion could lead 
to disadvantages for the person affected. 

On the whole, each type of biometric data has its own special risk. From the standpoint of 
data protection, the iris seems to have certain advantages. Furthermore, this biometric is, gen-
erally, the one with the lowest failure rates. However, data protection issues are only one of 
many considerations when it comes to the decision which type of data should be preferred. 

3.3.2 Central databases 
Concerning the storage of the data, most countries use central, nationwide biometric data-
bases or plan to do so in the future. The aim is to prevent citizens from establishing more than 
one identity by obtaining several identity cards with different names, particularly in those 
states which do not possess a general register of residents or are introducing it at the same 
time as the new identity card. 

On the contrary, the German legislative has already ruled out the possibility of a nationwide 
database (see § 1 (5) Pesonalausweisgesetz [PAG]). Furthermore, the constitutional require-
ments in Germany are tighter than in most other countries. That is to say, a central database 
(and de-central equivalents) would be incompatible with the „Recht auf informationelle 
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Selbstbestimmung” (right to informational self-determination) which forms part of the fun-
damental rights of the German Grundgesetz (see also [ULD03, 66ff.] Furthermore, there 
seems to be less necessity for a database, given the highly developed system of residents reg-
isters. 

3.3.3 The use in private applications 
In Germany it is currently not legally possible to use prospective biometric data on the na-
tional ID card in private applications. If the government deems this desirable, it needs to es-
tablish legal requirements. 

Generally, it is debatable if and to which extent private actors should be given access to the 
biometric data on the ID card. On the one hand, this could pose additional problems, espe-
cially if the data contains medical information. Moreover, the biometric could be used as a 
general identifier to collect and accumulate other personal information of the data subject, 
thereby building up detailed profiles of each person. On the other hand, it is in the interest of 
the holder of the ID card to securely establish his/her identity in private applications as well. 
Therefore, he/she should be given this opportunity, if there are safety measures in place. Pri-
vates must not have access to the data without the consent of the holder, and there should be a 
mutual authentication procedure to record authorised and prevent unauthorised access. 

3.3.4 Back-up procedures 
Every biometric system has to face the problem that, for various reasons, a certain percentage 
of the population will permanently or temporarily be unable to present the biometric feature. 
While almost everybody is able to use facial recognition, this failure to enrol rate (FER) is es-
timated to be 1 to 4 per cent (finger) and 1 per cent (Iris), respectively [WOH03, 22, 99; 
FENN03]. Face, fingerprint, and iris recognition can also be momentarily hampered by body 
injuries. 

It is currently unclear how many people will be confronted with these problems. Yet it is ap-
parent that states will have to install back-up procedures to both ensure the secure identifica-
tion of all persons, and avoid discrimination of those unable to enrol in the system. Therefore, 
it will not be possible to only rely on biometric identification at checkpoints. Additionally, 
back-up procedures must be effective to prevent delays. In any case, the body of the ID card 
needs to be forgery-safe and usable without a chip, because its content could be destroyed 
without the owner’s knowledge. 

3.3.5 Matching on Card? 
If the ID card operates with matching on card, there are two possibilities. Either the card itself 
is equipped with a biometric sensor, or the data is captured by an external sensor and trans-
mitted to the card for the matching. The first case has the advantage that the card holder is in 
total control of the biometric data. However, sensors on cards are only feasible for fingerprint 
recognition. If the data is captured by an external sensor, then the matching on card has no 
additional safeguard in normal control situations, because the controller will in any case be 
able to store the newly collected raw data. Thus, there is no need to read the data from the 
chip. There remains the advantage that this scenario cannot arise, i.e. unauthorised access to 
the data is prevented. 

Critically, with both types of matching on card, the controller at the checkpoint has to trust 
the chip, which could be forged to always produce positive matching results. Therefore, states 
are unlikely to choose matching on card for authentication purposes. On the contrary, addi-
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tional applications may even require this type of matching to securely identify the holder 
when providing access to his/her data. 

3.3.6 Contactless Interfaces 
As stated by the ICAO, contactless interfaces (which operate at radio frequency) should be 
preferred if the ID card is valid for a longer period, because contact smartcards suffer from 
failure due to dirt or moisture. Conversely, contact or dual interface chips are essential, if 
high-security applications (such as advanced electronic signatures in accordance with Art. 2 
(2) of the European Union Directive on Electronic Signatures) are added on the card. 

While the use of contactless chips has durability advantages, data stored on those chips poses 
transparency problems for the card holder, who is hardly able to notice whether data is read 
from the card [RPG01, 185]. In this situation, it is preferable to use chips which operate at a 
close range to the card reader („close-coupled” and „proximity“ cards in accordance with 
ISO/IEC 10536 and 14443, respectively). Besides, the access to the data could be restricted 
by the use of mutual authentication between the chip and the card reader, although this would 
require the distribution of certificates between the participating states. As a last resort, the 
card holder could keep the ID card in a metal jacket (such as aluminium foil) which will pre-
vent the radio frequency reader from reading the data. 

3.3.7 Templates 
The use of templates in biometric systems is usually due to storage space restrictions. How-
ever, this use also has data protection advantages, on the conditions that 

• Firstly, the meaning of „template” is restricted to data which encompasses only certain 
extracted features from the raw data (sometimes biometric image data is called „tem-
plate” as well) 

• Secondly, the template is constructed in a way that either excludes some sort of addi-
tional (and sensitive) raw data information or that makes it impossible to deduce the 
identity of the person from the template itself 

• Thirdly, it is impossible to reconstruct the original raw data from the template (on the 
possibilities and restrictions of this reconstruction, see [BROM03]). 

Generally speaking, the use of templates is preferable from the viewpoint of data protection 
law. However, it should be stressed that this way of storing biometric data still requires the 
use of raw data for each matching, which significantly reduces the advantages for the data 
subject. 

In the specific case of international travel documents, the use of templates is, in part, held 
back by the lack of template standardisation. Card readers around the world must be able to 
read and match data from passports, whereas European national ID cards have to be compati-
ble with readers at least in the European Union. In the short term, template standards are 
likely to be achievable for fingerprint data (ISO/IEC 19794-2 and 3), while there is a de-facto 
standard for iris templates, due to the limitation to only one patentee for these systems. In 
contrast, there are only proprietary template solutions for facial data. 

In this situation, states have no choice but to use image data, if they deem facial data the most 
suitable biometric identifier. At the same time, however, they should endeavour to push ahead 
with standardisation activities. In any case, fingerprint and iris templates have to be employed 
if this kind of data is stored on the ID card. 
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3.3.8 The use of encryption 
One possibility to protect the personal data of the card holder could be the use of encryption. 
However, the use of symmetric encryption is hampered by the fact that it appears to be impos-
sible to ensure the nondisclosure of the keys if there are numerous checkpoints on the interna-
tional plane. 

Therefore, encryption cannot protect the data from highly motivated attackers. Nonetheless, it 
would at least prevent a situation in which every person equipped with a card reader could 
read the biometric data from the ID card. Furthermore, the cracking and distributing of the 
key is likely to be a criminal offence in most countries, which constitutes a significant deter-
rence. Besides, it should be possible to keep the encryption keys secret from unauthorised 
persons if they are only used at a limited number of control stations. Thus, national identity 
cards in Europe might be suitable for encryption because of the limited number of states and 
the abolishment of border controls in the Schengen Acquis.  

4 Policy Issues 
Data protection issues are only one, albeit important, aspect for the implementation of biomet-
rics on ID cards. Organisational and financial aspects are equally important. 

Every control station must be provided with the necessary biometric equipment, and employ-
ees need to be trained for the matching procedures. Similarly, every issuing location (6.500 in 
Germany) must have the equipment, because even if the enrolment takes place at a central lo-
cation, the card needs to be tested before it is handed out to the holder. 

It is currently difficult to estimate the total cost for a national system of biometric ID cards. 
The German Büro für Technikfolgenabschätzung suggests that the initial expenditure could 
be up to 600 Million €, with annual costs up to 610 Million €, depending on the technology of 
the card and the distribution process [TAB03, 81ff.]. In states where, as in Germany, the va-
lidity period of the existing ID card is ten years, the implementation of biometrics itself (i.e. 
regardless of the actual technology) could double the expenses: The ICAO recommends that 
the states consider moving to five year validity periods for reasons such as technical flexibil-
ity and technology and security feature turnover [ICAO03b, 36]. 

In the end, the question of whether a project such as identity cards with biometric data will be 
accepted by citizens should not be underestimated. Given the potential to overcome legal and 
technical problems, this factor could be decisive for the realisation of such projects. 

5 Outlook 
The implementation of biometrics in passports and national ID cards seems to be inevitable. 
However, major technical, legal, and policy problems are yet unsolved. Those concerned with 
the execution of the projects should seize the one year extension by the US to develop and 
test interoperable technical solutions which both ensure the secure identification by the state 
and create maximum protection for the sensitive biometric data of the card holders. 

In the end, depending on each state, the projects have to be connected to other technological 
developments. In Germany, the new identity card is related to the issuing of a new, highly so-
phisticated patient data card, envisaged for January 2006 [Horn04b], and the so-called „Job-
Card” programme, which will require every applicant within the social security system to 
posses a secure signature-creation device when making a claim for social benefit [HoRo04]. 
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