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Abstract. This paper presents the results of a Bterature meview done
an infraresd pemon ddentification amd verification. Paper covers the the-
arctical badcground of the infrared recognition amd the research dime in
th area. The research # mestly hesic research and only few applica-
hle salutioms edst. The main resiom & the oopensivencis of the reguired
CATETAS.

1 Introduction

The on-golpg eompetitdon hetween securliy officials and eriminals lowes us to
contimumsly look lor new ways 1o dentily persons or anthenmicate thelir ldentity.
We moed methods that are easy to 1se, Inexpemsive, and rellable. Fingerprints
have been used for these purpeses Ior a long time. lis drawhack is the skin contact
meeded to get the Image. Retinal scan is alse a rellable method bl geiting tle
Image peguives some aceuracy. People have ako a tendeney 1o protect thelr eyes,
s 1oy may have ceriain reservations against thl method.

Spme metlods bave not been wsed hecase of thelr expensiveress, One of
these B Infmmd images. Infrared cameras have been oo expensive, tlelr reso-
Tution has mot heen good enough, and the cameras needed too long a time to
0] hetween Images. Recent development In OCD and camera techoology has
made posaible to manulacture Infrared cameras that donot peed cryogenic cook
Img, Tumction gquickly enough, amd have high enough resolmion for recsgnition
purposes [4].

This paper 15 a llterature review of Infrared technology wsed lor hiometrie
person ldentification and ambemication. The paper has been divided Imo two
parts. The fist part covers the background and research in thermal infraved
hand. The second part covers ihe near-infraved bamd and a research done at
thai area.

2 Infrared Band

This section contenirates on research and applications done using ile acinal
Infrared band of radiation. The sectlon describes the physcal hackground of ile
method and goes through its application areas.



2.1 Backgroumd

I we would measure the temperatures Iside our body and from oo skin, we
winilld motice thai the Inmer tem perature s higher, Our vascular system logates
mainly nsde our body and 11 warms our blood belore 1t cireulated wider our
gkin. 5o, the warm blood comes to tle skin, warms it, eook down, and ows hack
[8]. The efect & that the temperature on the skin just above a veln & about (.1
A higher than elsew ere, For ecam ple on human [ace the resuliant tem perature
difference & iy pleally & =C, which can be captured by current Imaging technol
oy, Ako a diameter of an Individueal veln [(~25mm) & within the resoluiion of
current technology [7].

O our [ace and head we have about five klometers of hlood wssek, which
form veln patierns that ape unigee to each individual, Our velns cloose 1hbelr
routes by random. The Inhberiiance does not affect the patterns. Therelore, even
ldentleal twing have their Individual vein pattems [(lgure 1).

Fig. 1. Thermal conteurs of identical twins [7)

Infrared Imaging pletures heat radiated by a target instead of lght reflected
hy a target. The resuliing image Is called a tlermogram. Though, ile veln pat-
terns are generally accepied io be Individual, there 5 now way 1o prool that
ihe thermograms are diseriminative enough. It s however possible 1o slow that
ihey contaln more variations than Angerprims. It has also other benefits. It s
monimirsive, i does pot regquite elither physieal contact to any deviee or ariificlal
lighting. Therelore people could be expecied Lo acoept 115 1wse gquite easily. How-
et 11s main advaniage ls the Independence of the lghting conditions. Becase
il thermogram images heat radianee, it remaing the same even In total dark-
ness [3]. In addition, a color of the skin does pot affect the resulting thermegram,
meither dess the veln patterns change during eur Lfe. In one experiment ther-



mpgrams have heen taken from a sample group during elght o 23 year period
and no changes were found [7].
However, there are pleniy of lfactos, which can affect the skin tem perature

[Tk

changes In amblent temperatume
— alr flow conditions

— el

— metabolle activiy

— Mmess

— drugs

— wearing tight elothing

— belng under stress

— having a migraine headache
— hlishing

— having an infected tooth

Dige to the mumber of variahles, it Is diffleult to find eatures which are persistent
engigh for ldemification and asthentication purpeses. OF eourse, when werllylng
person's ldentity, 1t 18 easker 1o contmol the environment bt still some varlables
egist. Tle chamges In gverall temperature can be removed by compuiing tle
differences hetween some fixed polnt and tle others or lgnoring the tem perature
values and opneentrating o the anatomical features, like [ace recognition in
visihle light.

Alsg in Infraved Imaging, the inage las 1o be taken always from a same angle,
a5 & the case with Images in visual spectrum. Therelore, tle Imaglng condiilons
has tohe arranged so, that the target & always [aced to the camera or the system
has a database of Images taken rom diferent angles.

It can not be looled with disgukes. I the system can see theough i, It will
reveal the real ldentity and I It can mot see through it, the system reveak the
disguie showing hlank [8]. Ako, surgieal incElons cause alteration of hlood vessel
fiow, which appears as distinet cold spots in the thermal imagery [§).

The thermal radiation cannot lully peneirate glass. In some cases the thermal
radiation & blocked totally. This property mesirkeis the areas, where infraped
recornition can be wsed. Figure 2 shows an example of this phenomenon sing
1l mid-inlrared waveband (3.0 - 50 pm). The passenger can be seen thoough
1lee slde window bui through the windshield, nothing can be soen.

2.2 Thermogratn

The most common case, where infrared has heen wsed lor recognition, s facal
thermogram. Inltially it has heen wed lor cooperative actess eontrel applica-
tions. The thermal ¢ontoors lave been matched weing meirics, templaie, fracial,
or wavelt methods. This subsection uses as a souree 7] I not otherwlse men-
thoned.

The [ace meirics are itle same as used with visual lmages amd some more,
which ¢an only be exivacied [mom Infraved images using for example specifie



Fig. 2. Snapshot of vehicles



vascular relerences. Infraved imaging does not Improve itle reliabiliiy of [ace
metrics but enables lis we In poor lighting condiilons.

Angiler way B 1o use [aclal templates (Hgure 3). Standardizing the thermo-
grams as toslze and normallzing tle histogram, the areas of canthl and the Inmer
cleeks can be compared 1sing template matching, This method has heen waed
with rather good resulis.

Fig. 3. Face templates

Ii is pessible 1o see over L differem closed ihermal contours n a haman
fape. A closed contowr exiracied [om an image s called an elemenial shape.
While maiching the shapes in real-time they can be shrinked and enlarged with-
ol changing the other leatures. Ths set of shapes s unlgue lor every person,
including ldentical iwins, This method has achlewed 96 % accuracy In real-ilme
eodperative access control applications.

Eigemshape amalysis ¢an ako he used with elemental shapes, In one exper-
iment, it required ) hours 10 do an 1l-oeeflickent elgenanalysis, where each
person's image was chameterized by a sel of 1l-coeflicient polymomiak. AT the
datahase images were manpally selected from infrared videotapes obtained ai
irade shows. Only sharp, full face Images were selected and mamially scaled and
centered. This mon-cooperative, nor-real-ilme search achleved 98 5% accuracy
with no [alse accepis

Acoording to Prokesk]l, Unlsys Corporation has developed an unatiemnded,
e perative acpess control system, which wsed wavelel analysls. The system per-
formanee was over 88,5 % even In cases, when persons used eyeglasses some or all
of the time. Switching the glasses, however, Inereased ithe system emor elearly.



Ciie moeenily the research has started to concenirate io recognition of
amatomical structures instead of thermal contouws. Two approaches In this area
are sy mmeiry wavelorms amd [ace codes.

At the first glance, uman face spems sy mmetrical but deeper lopking reveals
some asymmelries, There are six technlgues, which rely on the hy pothesis that
pach person's asymmetries ave unigee to that person. All of them analyse only
a vertieal apea within the outer corners of the eyes amd asslgn a value to each
Torimontal line of pixels In thk slice. S0 both eyes meed o be In sight. Flgure 4
Is an example of 8 sy mmetiry wavelorm.
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Fig.4. Symmetry wavefarm

The methods can be grouped nte three groups. First group ncludes thees
methods that amalyze the gray scale image and produce a wavelom which rep-
resents:

L. the total grey scale value 1o elther side of the wertical lne bisecting the
analyeed ares,

2. the x-value at which the total grey values within the swath to eliler side are
edqual,

3. the loldover polmt which provides the smallest ¢ umulative diiference between
gray seale values to eliher slde of the polnt.

The mext two methods analyze

1. thermal eontours
2 vasculature by binarking the image

amd loeate the halanee point hetween the abowve memioned targels which cross
that bodzontal. The sixih technlgee consides minutiae symmeiry, inding tle
hest halanee point among mingtdae along that borizontal Mimstiae ave tle
uniguely diferentiating characteristics of the blometric attribute [1]



T

Face codes can be elther one-dimersional har codes ¢reated from a sy mmetry
wavelorm [fgure 5) or two-dimemsional bar codes, In which the lace s divided
Inio cells amd each oell s compared 1o a [ace segmeniz. The hest matching
segment Is selected and lis code wsed lor that cell. A simple binary omde can
he generated by dividing the standardized [ace center Into cells amd indicating
s In which minutise ave present.

Fig. 5. Bar code derived fram a symmetry wavefonn

A slmplest, but efficlent method s 1o dowmsample an image that has heen
deskewed, cemtered, scaled, and histegram normalized. The result Is a 32 pixels
wide thumhbnall image that provide aceumie Idemtification and requires little
provessing.

Thermograms ¢an also be taken from hands [5] and ears 1o extract physical
Teatures.

2.3 Vein pattern

In certain paris of our hody the veins are clearly visible amd they [orm patierns,
which can be Imaged amd analyzed [Hgure 6). Swuch places are the hack of the
hand, the wrki, and the lace. The purpose s the same as In petinal technology:
ising infraved light to generate an image of & person's veln patiern [2]. Based on
1his image a template can be build, with which to try maiches agalmst templates
already stored. The use of infrared Imaging offers some advantages In mamfae-
turing or slop-floor applications where hands may not be ¢lean enough 1o stan
properly 1sing traditional video or capacitance technigue [1).

2.4 Comparisons

Kot many comparisons exdst, where at least some Infraved metlods have heen
com pared to other blometrics. 4 research dome by Soecolinsky et al. [9] com-
pares Infraved and vilble Imagery lor face recognition. They have used a long
wave Infraved band between & and 12 pm. All the Images have heen taken in-
side and they conslder 1he database wpresentative lor such purposes, though, all



Fig. 8. [nfrared image of a hand

1l vadations possible n Infmed Images ave ot peesent there, They have weed
Toir metlods for reducing the dimemsionality of the set of [ace Images: Principal
com ponent analysls [POCA), Linear diseriminant amalysis (LIDA), Local leature
amalysis (LEA), amd Indepemndent opmponent analysk (BCA). As dissimTariiy
measures they have used slx distance Tunctlors: LY, T¥, Euelldean angle, Ma-
Lalanghis LY, Mahalanohis L¥, and Mahalamobk amele. First, sach metlod was
tested using all distanee Tunetions In turn, In visible and infraved Images [figure
Tl

Then, sing the best distance lune ton Ior tle method, each metlod was used
for recognition, both in viEible and Infraved images [lgure 8).

The results show that LDA-hased meilods gave the best pesulis In hoth
cases and infrared Imagery was clearly more effective than visible imagery. Using
infraved the identification errors redsced by over 30 % and EER lowered by over
20 % in verfication. They also tested a combisation of visible and nfrared
Imagery amd the mesulis were even betier. The Idemification errors and EER
dropped more than 45 % and 40 % mespectively. Figures 9 and 10 show (e
resuls using LDA in idemification amd verification mespectively.

The giler comparkon & rather based on opinkns of eperts and probably
Tollpw the general coneeptions about the different hiomeiries. Table 1, created
Ly Jain et al. [3] deseribes, how some of the Mometde dentifiers correspond e
desirable properiies.

As ¢an be seen [mom the table, hamd veln hlomeiries place In the middle
through the table. Only lis elrecumvention & high, On the other hand, [acal
thermogram compeies with retinal sean. lis weakness s the non- permanence of
1lee property, which caises only medivm performance. lis good eollectability and
apcepla bility are ¢lear benefiis bt the ex persiveness of the technileal equipment
makes it kess uselul
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3 MNear-infrared

In the section I will shortly tell abowt an Interesting research dome by Pavlidis
and Symosek [, They are looking for new solutions for disguke detection and
for extraciing the targeis rom the hack gromd.

The near-lnfrarved specirum ranges from 0.7 pm o 24 pm and Is assoclated
with reflected solar infrared radiation. The thermal radiation does ot happen
yob in this bamd. This spectrum provides some unkgee advantages foc the face
detection.

— Though, artificial Tumination & meeded in poor lghting conditions, the 0-
lumination is Invisihle to the human eye. So, there s no risk of dazeling.

— The near-infraved radiation can pass the glass.

— Mear-infrared cameras are mol as expensive as Infraved cameras. However,
they are more expensive than the ordinary ones.

— Human skin can easlly be detecied in mear-infraved specirum. Especially in
the ramge 1.4 - 24 pum.

The method wses two cameras, which speciral sensltivites are above anmd
helow 1A pm. The threshold polmt does ol necessarily peed 1o be exacily at
L pm. It Is enough, I the camera specirums cut somewhers near that point.
The crux of the method 15 the fusion of the co-registered Imaging slgnals oom
1lee lowoer- and upper-bamd cameras. [t B ako known that human skin suddenly
slops reflecting around 14 pm. This makes the skin to naturally exiract [oom
1le background, ot depending of the skin color (Heg. 11, As can he seen Inom
tle pleiure, o the lewer band, skin looks white and in the upper band black,
regardless of the rape. The specira radiance of the sun everywhere else ilan on
1lee skin Is thpee times more Intensive In tle Jower-hamd than the upper-hand.
Therelore the same spene looks three times brighter in the loswer-hand. In order
1o get the Image lislon work as wanted, this las 1o be taken Into acemint.

The lision image s the diiference between the iwo scenes, the upper-hand
welghted, It ls compuied pixzel by ploel as lollows:

P[.I:Ij:l_‘ru.lld = ”ilj:lh'l.l.ur _I*P[llj:lwr

The [actor [ should he around 3. In the inal image, only the exposed skin parts
of the human body are visible, The hackgmund has vanlshed. In fgure 12 the
power of the Tusion can be seen, when the dummy bead disappears.

The fision method could be used In combination with a traditional visible
gpecirum face recogniton method. I eould belp the lace detectlon system to
hetter kocate the target and lis area, asin igure 13, where the vEible recpgnition
gyelem s unable to detect the [ace.

The examples showed that there Is very sharp conimea hetween the human
gkin amd the background in the wpper-hand pear-infraved. The skin is always
hlack. Human hair, however, s highly reflective In the upper-hand amd appears
almest white in the images. The researchers have foumd that even wigs made of
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Fig.11l. Cameemian, African, and Asian people. How 1: vsible band, row 20 upper
nearinfrared band, o 3: lower nesg-infrared hemad




Fig. 12 Cauwsmsian male and a dummy head in the uwpper bemd [all, the kover bamed
[a2), fusion image {c), and the final threshalded image {4

Fig.13. Cawcasian malke in a car. The upper bemd {al), the lower-band {a2), fusion
image [}, and the final threshalded image {d)
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irie human hair lopks diferent in the upper-band. In igure 14 the upper hamd
glows the skin dark amd all own halr, mosiache, and eyelbrows are white, The
dark hair in tle middlk of the head Is a toupes made ol human hair. The haman
hair umdergees a chemical treaiment belore 1t can be wed In the wigs, which
caises the different reflectance in the upper-hand.

Fig. 14, Camcasian male wearing a human hair toupes. The visible spectnon {a), the
upper-band | h)

The researchers ave mow studying the reflleciance properiles of all the mate-
riak used In professional disgulses. They are planning a lage stdy with people
wearing disgulses.

4 Conclusions

Uslng infrared In recognition purposes has been studled quite a lomg bhut the
mipemsiveness of the reguired equipments restdcis lis usage. The metlod lsell
sogms 1o be rellable and diserimimative enough, especially in comtrolled envi
romments. When gonsidering the infraved band from hlomeiris polnt of view,
g qquite different subhands can be found. The thermal infraved band Is elearly
for dentification and verileation purposes, whereas the mear-infmed hand suits
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hetter for disgulse detecton amd to exiract human skin fom the backgmomd.
Thermal images can be wsed as the ordinary viible specirum Images to get ob-
tain metrics hut, in addition, there are alse specific meilods for thermal Images,
like elemental shapes. The Images In pear-infrared band does not pleiure e
Ieat radiated by the skin. Instead It captures the light rellected by the skin.
Therelore 1t may need artificial Mumination 1o work.

There ls mot much respamh dome In this area of hlomeirles but the results
glow that ldemtification and verification from thermal Infmmwd [acial Images
works better than from vilblke light Images. The meseavchers sugeest that the
Infrared Images could be used as a pre- proeessing or other methods, for ecample
1o ple the [aces om the Images.
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